Appendix

e Security Requirements




Security Requirements

This article provides a summary of the security requirements necessary when using Fire Station
Desktop.

Networking Requirements

The following network services are used by Fire Station Desktop:

e TCP port 80 and TCP port 443 to:

o hub.firestationsoftware.com

o id.firestationsoftware.com

o apparatus-checks.platform.firestationsoftware.com

o field-reports.firestationsoftware.com
e TCP port 3306 to:

o fssl.firestationhost.com

o fss2.firestationhost.com

o fss3.firestationhost.com

o fss4.firestationhost.com

o fssb.firestationhost.com

This list is subject to change.



